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Activities 2012-2014

In September 2013 the TFA&E held
a seminar about “Auditing Ethics”,
organised and hosted by the
European Court of Auditors.

" EUR®SAI

Altre o Task Force on Audit & Ethics

Activities 2012-2014

Workshops in:

-YES Conference
-EUROSAI Congress
-EUROSAI-OLACEFS Conference
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Aty Task Force on Audit & Ethics

Activities 2012-2014

A Paper was issued:
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" EUR®SAI

Altre o Task Force on Audit & Ethics
Activities 2012-2014

Some conclusions:

Task Force on Audit & Ethics

Working Plan 2014-2017

Objectives Activities/
Projects

Map and study existing instruments
2. Promote ethical

@l Organise seminar about methodologies to audit
R P! 2.1. Issue common ethics

organisations through guidelines to audit

the SAIs” audit ethics/integrity Draft common guidance

activities

Disseminate and test guidance

Liaise with other working groups to include an
ethical approach in the audit of public procurement

ZEUR®SAI

ALt . Task Force on Audit & Ethics

Working Plan 2014-2017
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Problems:

* Mandate of SAls
* Ethical vs lllegal

- Different concepts on acceptable conducts and
desirable controls

* No clear criteria
* Measurable indicators

* Tools to measure

Important questions:

* Why to audit ethics
* Do SAls have mandate to audit ethics
* Which ethics related issues can SAls audit

* How to audit (methodology, standards, criteria and
tools)

> How to report

s
S5

“EURGSAI

Task Force on Audit & Ethics

Auditing Ethics

WHY
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rule of law

and
Inclusive
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efficient

ZZEURGSAI

P, Task Force on Audit & Ethics

+ Good governance ™= Good public finances

|

* New paradigm for public audit

* SAls are now guardians of good governance and
not only guardians of correct accounts

ZEUR®SAI

R =) Task Force on Audit & Ethics

* UN World Public Sector Report/UN Committee of
Experts on Public Administration/
The capacity and coverage of external audit needs to be
expanded—— increased transparency/increased
accountability

* OECD Public Governance Committee
Incorporate integrity in internal and external audit
Role of SAls in promoting integrity and fighting
corruption

Mrs. Helena Abreu Lopes
EUROSAI Task Force on Audit and Ethics
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ISSAI 1, 10, 100 & draft 5700

Public sector auditing

¢ Shall contribute to good governance and to prevent corruption,
responding appropriately to the risks of financial impropriety and fraud
and corruption, for example by promoting mechanisms to address
them

Enhances transparency, accountability, improvement and confidence
in the use of public funds and assets

Favours that public bodies and public servants act effectively,
efficiently, ethically and in accordance with laws and regulations

UR®SAI

Task Force on Audit & Ethics

INTOSAI GOV 9100-9160

INTOSAI Guidance for Good Governance

Public ethics is a precondition for, and give support to,
peoples’ confidence in the public sector

Public ethics is at the core of good governance

Public ethics principles should be reflected in written
documents such as a code of conduct (CoC) or similar
standard

AFROSAI-e: contribution of SAls in the fight
against fraud and corruption

Creating a
climate of good
governance

Mrs. Helena Abreu Lopes
EUROSAI Task Force on Audit and Ethics
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Auditing ethics:

EUR®SAI

Task Force on Audit & Ethics

Altry,

Auditing Ethics

WHAT

EUR®SAI

Task Force on Audit & Ethics

ISSAI 100, 200, 300, 400, 1240, 4000, 4100 & 4200

SAls:

Assess internal controls and whether management created an
environment where fraud can be prevented and detected

Audit compliance with laws, regulations or other authorities (great
degree of international diversity in organising and reporting on
compliance audit)

Audit how interventions, programmes and/or institutions are
performing and if is there room for improvement

May conduct combined audits incorporating financial, compliance
and/or performance aspects
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At Task Force on Audit & Ethics

Different and possible several approaches:

ZEUR®SAI

At Task Force on Audit & Ethics

SAI of Netherlands: objective of integrity audits

ZEUR@SAI

o rce on Audit & Ethics

A

SAl of Netherlands: benchmarking integrity controls

Mrs. Helena Abreu Lopes
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SAl Hungary

+ Selects institutions and areas of activities based on the risks
identified through the integrity survey

* Assesses their vulnerabilities and controls in a 3 level classification
(excellent, appropriate, to be developed)

Task Force on Audit & Ethics

AUDIT OBJECTIVE AND SCOPE

Source: Suggested model by José R S Filho, SAl Brazil

The audit objective is specified by means of a problem and related
audit questions to be investigated

The audit question is the key to determine the direction of the
audit engagements and to define the methods and techniques to
be used

Example of audit problem:
The organization performs high-amount procurement, every
year in an uncompetitive market. There have been proven
cases of corruption related to the entity's contracts. So it is
important to evaluate the entity's commitment to the ethical
principles and adherence to the code of conduct

Z“EUR®SAI

A/,,.,‘,'f’f"-\. Task Force on Audit & Ethics

Auditing Ethics

HOW
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Given the range of components to ethics-related objectives, programs,
and activities, the auditor will need to determine which components to
include in the audit plan, based on assessment of applicable risk, the
levels of assurance required, the level of maturity of the ethics related
programs and the approach for conducting reviews.

AFROSAI-e Guideline

1.BACKGROUND
TO FRAUD

« Defining Fraud
« Drivers of Fraud
« Impact of Fraud
« Applicable

standards

2. PREREQUISITES

AND ORGANISATION

OF THE WORK IN THE

SAls WHEN FIGHTING

FRAUD

+ Good governance

* Accountability &
transparency

« Performance Reporting

* IntoSAINT

* Risk Assessment

3. PREVENTIVE
AUDIT
APPROACHES
ON FRAUD AND
CORRUPTION

* COSO Approach

* Integrity
Management

* Assessment of
Integrity

“EUR@SAI

Task Force on Audit & Ethics

Auditing Ethics

Criteria

4.ADDRESSING

FRAUD AND

CORRUPTION

* SAls & all types of
audit

* Audit
Considerations

Mrs. Helena Abreu Lopes
EUROSAI Task Force on Audit and Ethics
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AUDIT CRITERIA

Source: Suggested model by José R S Filho, SAl Brazil

* The audit findings result from the comparison between the
criterion and the existing situation

* The audit criterion must be consistent with the object and the
objective of the audit

This means that if the audit object is the management of ethics by
the entity, the criterion should be a management framework;
similarly, to audit the governance of ethics, we need a governance
framework as a criterion and to audit the soundness of the control
environment and the commitment to ethics, we need an internal
control framework.

Task Force on Audit & Ethics

INTOSAI GOV 9100-9160

INTOSAI Guidance for Good Governance

* Guidelines for internal control standards for the public sector

* Guidance for reporting on the effectiveness of internal
controls

* Foundation for accountability in government
* Entity risk management

* Coordenation and cooperation between SAls and internal
auditors in the public sector

* Enhancing good governance for public assets (draft)

Task Force on

dit & Ethics

COSO Framework

Risk management/Internal control

1. Commitment to integrity and ethical values s
2. Independent board of directors oversight s
3. Structures, reporting lines, authorities, responsibilities 3
4. Attract, develop and retain competent people 4
5. People held accountable for internal control 5
Clear objectives specified 5
Risks identified to achievement of objectives 5
. Potential for fraud considered 4
Sigificant changes identified and assessed 3
. Control activities selected and developed 6

. GeneralIT controls selected and developed
. Controls deplayed through policies and procedures 6
. Quality information obtained, generated and used 5
. Internal control information internally communicated 4
Internal control information externally communicated 5

Ongoing and/or separate evaluations conducted 7
. Internal i luated
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COSO Framework

Ethics

Mrs. Helena Abreu Lopes
EUROSAI Task Force on Audit and Ethics

* Define and communicate the expected integrity and ethical
behaviour via a code and other means

Apply it to all employees at all levels
* The leaders of the organisation must explicitly and publicly]
> .

rate b Ir C i with the defined expectations

Identify appropriate monitoring methods and criteria and|
implement monitoring  programs, including  independent|
monitoring where appropriate

* Ensure accountability for deviations from the core expectations

* Apply consistent and appropriate actions to address deviations|
from the standards

ZEUR®SAI

o Task Force on Audit & Ethics

UN Convention against corruption
(see also technical guide, toolkit, guidebook, institutional integrity initiative)

Promoting integrity, honesty and responsibility among public
officials

Integrity action planning

Codes of conduct (standards concerning impartiality, conflicts of interest,
administration of public resources and confidentiality)

Putting standards into action

Promote transparency

Improve employee culture

Prevent conflicts of interests

Declarations of activities, employments, interests, gifts, benefits
Disclosure and disciplinary systems

Appropriate systems of public procurement

Promoting transparency and accountability in the management of
public finances: accounting, auditing and oversight

Risk management and internal control systems

Public ad| ration’s transparency and reporting

Al

Task Force on Audit & Ethics

L

OECD Integrity Framework:

Components of a sound integrity system focused in organisations

Inner and outer context
Instruments:
v' Determining and defining integrity (risk analysis, codes, conflict of
interest policies)
v Guiding (training, advice, declarations)
v Monitoring (whistleblowing, complaints policies)
v’ Enforcing (investigation, sanctions)

Processes:
v Planning
v' Implementing
v’ Evaluating
v Adjusting

Structure
v’ Distribution of responsibilities over integrity actors
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Task Force on Audit & Ethics

EUR®SAI

OECD : Update of the 1998 Recommendation on Improving Ethical Conduct
in the Public Service

Promote proactive approach in building a culture of integrity
Balance rule and value based approaches

Consider variety of contexts

Promote institutional cooperation

Incorporate integrity in management (vg HR) and internal and
external audit

Improve monitoring of integrity policies and define responsibilities
for monitoring

EUR®SAI

Task Force on Audit & Ethics

Draft ISSAI 5700

(Guideline for the audit of corruption prevention in government agencies)

+ Components of preventing and fighting corruption
Organisation
Risk assessment
Delimitation of duties
Job rotation
Supervision
Decision making
Internal control
Cooperation with anti-corruption agencies and inspectors general
Training
Codes of conduct
Monitoring
Reporting

Z EUR@SAI

Task Force on Audit & Ethics

ISSAI 30

Setting a Good Example

* The draft revised ISSAI 30 is in exposure draft, to be commented,
redrafted and further approved in next INCOSAI

It includes requirements and guidance regarding the SAl's
responsibilities to build an ethics control system within the
organisation

The several policies included cover instruments targeted to define,
guide, monitor and enforce integrity
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S EURGSAI

Auditing Ethics

Audit Questions

(To address audit objective
and audit criteria)

SAI of Netherlands
Auditing integrity: How?

Culture & behaviour Legal framework

Integrity

Standards &

Integrity controls R

Integrity control system

General controls

TTtegrty potcy
framework
2.Vuinerabilty 1 risk
Hard controls nerabiity Soft controls
3.Responsibilties
4.Integrity legislation and 11.Recruitment and
reguations election 8-Integrity awareness

5. Administrative

organisation 9.Management attitude:

12. Response to
integrity violations

13. Accountability and
transparency
14 Audit and
manitoring

6.Security

10. Organisational
culture

Mrs. Helena Abreu Lopes
EUROSAI Task Force on Audit and Ethics
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Examples of audit questions to assess ethical
infrastructure (OECD framework)

Source: Suggested model by José R S Filho, SAl Brazil

Does your organisation set out general and specific standards of conduct
applicable for its employees?

Is the responsibility for ensuring the effectiveness of standards of conduct
formally assigned to the area integrating the organisational structure?

Does your organisation have an ethics committee?

Does your organisation has protection mechanism for those who report
ethical misconduct, as well as for those employees who are tasked to
investigate the complaints?

Does your organisation identify areas, activities and processes most likely to
ethical misconduct?

Does the work plan of ethics management area result from the
organization's planning?

Has senior management demonstrated by specific acts be committed to the
dissemination and complianced with the standards of conduct by public
declaration of this commitment?

EURGSAI

Task Force on Audit & Ethics

Examples of audit questions to assess ethical
infrastructure (OECD framework)

Source: Suggested model by José R S Filho, SAI Brazil

Are the standards of conduct disseminated among employees (public
servants) of the organisation?

Are the standards of conduct part of the organisation's training programs?
Does the organisation assess the knowledge of the standards of conduct by
its employees?

Are the standards of conduct disseminated to the general public, like service
users and providers?

Are there communication channels in place to receive questions and provide
practical guidance on the application of the standards of conduct?

Is compliance with the standards of conduct routinely monitored?

Are misconduct and violation of standards of conduct investigated?

Does your organisation use some kind of recognition or reward to promote
ethical conduct?

U Al

Task Force on Audit & Ethics

SAIl Hungary Integrity Module- questions used
address:

Conflict of interest regulation and ethical
expectations

Human resources management

Measures due to defend the properties of the

organisation

Measures against employees’ misconduct
Measures aimed at strengthening integrity and
raising awareness of the corruption risks
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Task Force on Audit & Ethics

EURGSAI

At

SAIl Hungary Integrity Module (examples):

In what form does your organisation regulate the matter of conflict
of interest?

Does your organisation have a special policy for the conditions of
hiring external experts?

Does your organisation perform systematic risk analysis other than
planning internal audit tasks?

Do your organisation’s internal regulations require every member of
the staff to declare any economic or other interests that are relevant
for the organisation’s activity?

Does your organisation regulate the conditions of accepting various
gifts, invitations?

EUR®SAI

Task Force on Audit & Ethics

INTOSAI WGEA
Addressing Fraud and Corruption Issues when Auditing Environmental
and Natural Resource Management: Guidance for Supreme Audit
Institutions

* FRAUD AND CORRUPTION RISK FACTORS ASSOCIATED WITH WEAK
INTERNAL CONTROLS

v’ Has the entity implemented a code of conduct or similar standard in the
organization?
Has the entity established a proper “tone at the top”?
Has the entity established an adequate system for the reporting
possible fraud and corruption?
Has the entity established procedures to identify and assess possible
fraud and corruption risks, and to respond to these risks in an
appropriate manner?
Is there a sufficient segregation of duties and/or routines in place for
rotation of personnel?

"EUR®SAI

Task Force on Audit & Ethics

ECA: auditing management of conflicts of
interests

Two main questions:

* Are policies in place to manage conflicts of interest?

* Are these policies adequately implemented?
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Auditing Ethics

Audit process and tools

EURGSAI

Task Force on Audit & Ethics

ISSAI 5530

(Adapting audit procedures to take account of the increased risk of fraud and

corruption in the emergency phase following a disaster)

* Conducting the audit:

Audit procedures to address the assessed risks and gather audit

evidence
Evaluating the audit evidence
Audit documentation

* Reporting

Identify weaknesses, recommend improvements, report control
deficiencies and non-compliances, follow-up, liaise with other

authorities

* Setting a good example

SAls expected to assess the quality of their own integrity system, to
be transparent about the results of the assessment and to make the

follow-up action public

EUR®SA

Task Force on Audit & Ethics

ISSAI 5530

(Adapting audit procedures to take account of the increased risk of fraud and

corruption in the emergency phase following a disaster)

+ Audit planning
Risk assessment includes:

Evaluating preventive and detective controls, mechanisms for
dealing with cases of suspected fraud or corruption and

arrangements for complaints and whistleblowing

Reviewing ethics management practices in the audited body

(culture of honesty and ethical behaviour)

Operation of the internal controls set up to control risks

* Audit planning
Part 3: examine red flags in high risk areas

Mrs. Helena Abreu Lopes

EUROSAI Task Force on Audit and Ethics




Possibilities of auditing ethics by SAIs Mrs. Helena Abreu Lopes
EUROSAI Task Force on Audit and Ethics

rce on Audit & Ethics

’““ EUR®SAI

SAI Costa Rica: several tools

* Work programme (audit procedures)
* Guide for assessment

* Maturity model

* Guide for SWOT analysis

* Guides for interviews

* Survey to staff

* Guide to prepare findings
* Findings’ sheet

Land Registry of Turkey:Ethics Audit Toolkit

Start up meeting agenda

Do and don 't guidelines

Person specification for ethics auditor

Benchmarks and performance indicators

Data collection methods

Action plan

HOW WILL
DA ABE

e

)
S
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EXAMPLE FROM
uestionnaire

SECTION 1:DEFINING INTEGRITY

| principles of the Land Registry

work

he public sector cod
ellin the Land Registry
Fules of the cod

s training in the L

The ethics training has improved my performal

Tlearned new deas as a result of ethics training

My manager has participated in ethics training

EUR®SAI

Task Force on Audit & Ethics

SAl of Netherlands

* Documents

* Employee perception survey

EUR®SAI

Task Force on Audit & Ethics

=

Aler o

ECA audit approach

Analysis of the relevant regulatory framework
Internationally recognised principles (OECD)
EU-wide regulations
Agency specific policies (questionnaire)

Meetings / interviews during on-site visits
Examination of specific cases (e.g. a sample of conflict of
interest declarations)

Mrs. Helena Abreu Lopes
EUROSAI Task Force on Audit and Ethics
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SAl of Croatia

Several methods used:

» Analysis of regulatory framework
» Interviews and meetings

> Review of relevant documentation
>

>

>

Direct evidence examination
Field work and deskwork

Evaluation of the answers given fo a
questionnaire.

“EURGSAI

Task Force on Audit & Ethics

Auditing Ethics

Measurement

\“:E UR®SAI

OECD Integrity Framework:

Measuring

Integrity in Government: Towards Output and Outcome
Measurement, OECD, 2009

* Assessment of integrity measures:

Adoption of integrity management instruments

Integrity mainstreamed into traditional management instruments
Perception of the integrity of leadership

Awareness of rules

Corruption incidence

Ethical climate

Trust of citizens

Frequency of risk analysis

Risk controls

v
v
v
v
v
v
v
v
v
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OECD Integrity Framework:

Measuring

Government: Towards Output and Outcome
Measurement, OECD, 2009

* Assessment of integrity measures:

v Presence of a code of ethics, quality of the code, awareness of the
code, attitude towards the code
Staff turnover to sensitive positions
Number and coverage of training
Satisfaction and knowledge acquired in training
Number of advices provided
Compliance to reporting obligations
Presence, quality, awareness and use of whistleblowing arrangements
and complaints policies
Number of investigations on misbehaviour
Perception of fairness and adequacy of investigations

~EUR®SAI

Task Force on Audit & Ethics

Maturity Models

* Institute of Internal Auditors (l1A)
* SAl of Costa Rica: Guide for conducting audits of ethics

« SAl of Hungary: Integrity Module (3 levels of classification)

[IA: example

Maturity Model
~  Ethics is a sensitive area that does not easily lend itself to traditional audit rating systems. Rather
than give an audit opinion on ethics, it might be less inflammatory and more useful to assess the
maturity of the various elements of the ethical climate using a maturity model. The following
compliance and ethics program maturity model is an example.

MATURE REPEATBLE DEFNED WATORE
~ACaieof Ebeshas .
dounetadcoteol | tendewiors, | Coeol s | ewsthsCotol | e s s
o L ] st | plceto ppert and
o | byt Bt nd s oo adtonal
s | oo taee o by
Weenmuncstng | »Expeencedenviy | gt d e
g5 - | s ety e [+ Trcosarbnes | Gt Emies.
dichoudil | ot gt 58 uptd 13 s
nee | sy
mmthoman | Wi teConel | et s
Wy atniig | Eics. e
o eS| o e st st | a5 o et
s damert | qeshors g
sserng Sty | comolance wih e
Mo | Cosdta | md e
Sarnted th Code. 5 [
"
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OVERVIEW OF SELECTED AGENC-ES' MANAGE MENT OF
CONFLICT OF LNTEREST SITUATIONS®

Experts Staff Man;g:rn;ent Board of Appeal
EASA
ECHA
EFsA VA
EMA WA

Key |
Ma fla gement of conflict of inter est situatiofls is not adequate,as
the Ageney-specile policies and procedures are absent

Management of conflict of interest situatiofis fs flOt adequate, as
the Agenqr-spectfic policies and procedures andlor implementa-
tiofl have signifrcant shortcomfngs

Management of conflrct of interest situatiofls is not adequate, as
policles andlor

the Agency-specrnc p
tron have shortcomings

Ma flagement of conflict of interest situatrons is adequate

Not Cipplic.able,as this A.gen(y does not have o Board of Appeal NIA

See par.agraphs. 15 to 23 (Audit Scope and Approach)_

EUR®SAI

Task Force on Audit & Ethics

Some challenges for the TFAE guidelines

Define concepts

Ethics to be approached mainly as a governance and management
tool, while considering complianci ues

Choosing the object and objectives of each audit and criteria that
are consistent with them

Assess also cultural aspects and implementation issues

Survey as a tool to be used, while understanding its scope and
limitations

P Task Force on Audit & Ethics

Thank you for your attention

Your comments are welcome

Helena Abreu Lopes, EUROSAI TFAE, 2016

Mrs. Helena Abreu Lopes
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